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AuditPro is a system for software and license management

With AuditPro you can easily monitor and i mplement ¢t
management, IT administrators, economists, and PC users to ensure that that all legal

regulations, license requirements, and company guidelines are observed. AuditPro minimises

the costs of acquisition and operation of IT resources. AuditPro also maximises the use of

resources and enables effective planning and optimisation of funds.

Wit h AuditPro, active network management is a pleasure.

AuditPro detects and registers software and hardware on individual computers.

It does not matter whether 10 or 10,000 PCs are connected to the network. AuditPro is fully
scalable and respects the specia | characteristics of both small and large companies with many
interconnected localities.

In the course of the audit no data files are copied from the computer hard drives, leaving

sensitive data secure and avoiding any disruption to your usual security me asures.

How does AuditPro work?
A small utility deployed on all computers obtains information from the program file header
(product name, version, producer, and others) where software publishers have recorded it. The
utility transfers this data to the A uditPro server module with which the network administrator
works, and where such data is compared with the software library. The result can represent a
list of installed software and/or a list of installed hardware, and detailed information on users -
it a Il depends on what information the auditor wants.

An integral part of the AuditPro system is the inventory facility that provides the ability
to record information from purchase documents for individual licenses as well as for other

agreements. This enhan  ces ones ability to secure an accurate and well -organised central
inventory.

An AuditPro  -assisted software audit may be repeated at any time. The system is able to

compare data recorded from individual audits and inform the network administrator of any
differences, incorrect user behaviour, hardware equipment changes, etc.

The enhancement modul e, 0Per fabowsoaetacfa@lowhthe ase tb which ,
individual computers are put and to simplify the decision -making process with regards the
timngof hardware and software upgrades or valid reasons

Theadd -on modul e O0Asset Menhaacgstheaventdry capability of AuditPro by
incorporating an easily and fully user -defined inventory for any category of asset (from

buildi ngs to pencils). The hierarchy of asset arrangement as well as the ability to assign any

asset to multiple users simultaneously are tempting ways to extend the use of the system.

AuditPro - System f or Active License Management
Admini stratorés Manual. Further information at www



1.1. FEATURES OF AUDITPRO

Full Coverage, Maximum Automation and Simplificat ion of Software Audit Processes:

Small installation package (3 MB), demo installation within 15 minutes

Microsoft technology (DCOM/WMI/ODBC/OLEDB/ASP/AD)

3-tier component architecture, scalability

Intuitive standard user interface, multiple operations

Products library online updates

Easy administration

More ways to communicate with client (Logon script, DCOM, TCP/IP, SMTP/POP3)

Two methods of detecting software (File Version information/CRC)

Two methods of detecting hardware (WMI/WinAPI)

Suitable for multi - platform networks

Auditing data files (AVI, MP3, MPEG, JPEG, GIF, etc.)

Audit helpers (Registry entries, MSI entries, Desktop shortcuts)

Passports provided

MS Network/IP discovery, imports from Active Directory

Visualization

Easy and clearly arranged reco  rds of software, licenses, acquisition documents, and data
about computers and users

Audit history, files history, templates

Web interface

Hierarchical reports, central planning

MS Office integration

Backward compatibility (database data, client data)

Cust omizable, open system

Maximum process automation

I ntegrated Asset Management o Modul e

Il ntegrated Perf ormance Monitoringd Modul e
Il ntegrated Barcodesd Modul e
I

o i S 1§

ntegrated ASMS Connectoro modul e
Technology:
From the beginning the use of standard methods, too Is, and technologies has been the primary

philosophy of AuditPro. AuditPro provides reports and reliably operates in ways compatible with
standard system services. If one service fails another can replace it.

AuditPro - System f or Active License Management
Admini stratords Manual . Further information at
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1.2. USERINTERFACE AND C ONTROL

The administrative  console (AUDITPRO.EXE) performs nearly all operations in AuditPro. Its user
interface is similar to that of Windows Explorer. The main window contains a standard menu,
toolbar, status bar, and multi -document graphic interface (MDI). The main menu for Audit Pro
administration is in the toolbar. Computers, Users, Records, and Products are arranged
hierarchically in tree structures.

Inserting, editing and deleting items (from the toolbar, from Menu/Edit, or directly by

means of the INSERT, ENTER, and DELETE key )
Save/Print of the current window content (from the toolbar or Menu/File)
Column sorting by string, numbers, and date (by clicking on headers)
Quick moving and assigning items - (Drag & Drop)
Entry searching (from Menu/Edit/Search or directly by means of CTRL+F key combination)
Window content refreshing (F5 key or from Menu/Edit/Reload)
Expanding tree structures (* key or from Menu/ Edit/

File Edit Wiew Results Records Too |§|:Iil: Wiews FResulks Records  Tool

& ]

|@ Save fs ChrlS Delete Del

G ¥

Frink Preview | Copy Chel + C

&, Frint (]

& Printer Settings... ), Find Chrl +F
Import » (4, Find Mext Fa
Export b OQ,

Exit Tree k
Select Al Chrl + A
Refresh F5
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1.3. ARCHITECTURE

AuditPro is designed on the principle of three -tier com ponent architecture:
DATA layer is formed with the database module Microsoft SQL Server 7.0/2000/2005 /2008

or MSDE (Microsoft SQL Server Desktop Engine) 7.0/2000/2005 /2008 .
APPLICATION  (business) layer is represented by the component file located on Audit
Server (AUDITSRV.EXE) and by the AuditPro Client (SCAN.EXE).
GUI layer is represented by the administrative console (AUDITPRO.EXE) providing the
environment for system administration and the registration section.

Data Layer
Three-Layer
System

Ao 4 Architecture

D atabase Server

Operation

<., Data Collection

app.server
o T
App;catio:l Server
5
GUI Layer Audited
Conputers
| A
IS0
L.; Control Auditi
' Console uditing
1
'@ Tool

Clients Modules
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1.4. PROCESSES INAUDITPR O

Audit The number of audited computers up to a specified date
Repeating software audit mechanism
Scanning (Data Scanning of individual computers
collection) Server/console communication with clients (according to the selected type
of data collection)
Software Import data from individual computers into the database,
detection A database processing (computer data vs. library)
Records Current records of computers, users, licences, medias, documents
Generation of specific lists, instructive protocols
ITaccessory records in the AAsset manag
Bar code entries in the ABarcodefi modu
Monitoring Continuous computer monitoring operati
the AComputer Usage Monitorid modul e
System Addition/subtraction o f computers/users
administration Product library expansion
System option selection
Item adjustment according to requirements (indicators)
Reporting Creation of hierarchical reports for multiple audited items (Locations)
Export of results to external files
Generation of reports and final reports

AuditPro - System f or Active License Management
Admi ni strator6s Manual . Further information at
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1.5. EXE MODULES AND THEI' = R FUNCTIONALITY

Administrative Console

The administrative console (AUDITPRO.EXE) maintains AuditPro. You can add items, show
reports etc. It can be deployed on many computers (for administrators or operators)

=4 AuditPro - Domains (2), Computers (56), Registered (1000}

mEx

File Edit Wiew Resulks Records Tools Window Help
B o, & |, B |, & . B O 0B T 5 |l B |
Resulks Audits Computers Users Software Products | Definitions  Cptions Events Locations fssets s
R =) =g
.Y
i) ) T
Histary: | <Current> | Domain: |<ai> = Fiept Inuse ]Stock | Fiepair | Disabled | Assaciatio
Product | Publisher | Found | Licensed | Requi... | Lice|# | | Computer =l truconnexion | | User
&% Morton Utilities Symante... 1 0 1 Safl SZ00036510003 =00 Finance B s
&b Morton Utilities For Wind...  Symante... 1 0 1 Soff 5200036530001 5201039580000
& Mates Latus De... 16 il 16 Safl : 5201039730003
: 0 & 5200037020008 5201033300006 Attril
@ Office 2000 Standard Microsof... 22 40 -18 Safi— | 5201040010008 | — | |zm)
@ Office ®P Standard Microsof,.. 4 ] 4 Sofl Llseri = 5335013?660000 @ P
arketing
|
&Operla 7x Operla S 04 0 4 SD; & administrato... 5 Computers @Ir
%Oracea'lx Cracle ‘ 0 z 2R cech[] 5200036510003 L
Oracle 9,23 Oracle = - 200036530001 | ==
& Oracle Home Selector 3. Oracle Domains (2).C... SAONTAA7I0000 _ ‘—
< 10l : e ——— | IR "3 TR | R - S ladlfl 53
- 8 MYDOMAIN ) =
+ -8 5200036470001 1 _
+ - 5200036510003 =
+-[H 5200036530001 -
& +- & 5200036790009 &3 Office 2000 Premium | | Publisher | Product | Wer..,
Audit Report | Report Loca : % :gggg:zg:gggs @) Office 2000 Professior Microso...  Microsoft Ofi...
| - T Access 2000 ] Micrasa,.. | *Accesst a.#
Date | Computers [[ = g 2200033930007 ] T Excel 2000
P5101.01.2005 53 %) Cutlook 2000 N
- m e < L
_-‘_- A £d Publishers {1375/0), Products (3078/0), Sutes (33/0), Files (3227/0), Known File{ |
<] i >
Selected: 1 items Audit: 01.01.2005  (local)/auditPra
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Server Components

AuditPro -Server (AUDITSRV.EXE) imports scanned data into a database where it is

subsequently recognised. The AuditPro - Server operation can be continuous; AuditPro can then
perform some automatic processes (detection of network compu ters, etc.).
8 AuditPro Server [;]
Server  Settings  Window Help
Scheduler:
File:
[mport;
R ecognizing:

AuditPro server started,

AuditPro Client
A client utility deployed on computers to be scanned (SCAN.EXE). The utility's functions are:

Scanning files on the hard drives and reading file headers (publisher, name, version,
language, file name, size, path, and descrip tion)

Reading registry entries and Windows Installer information

Detecting operating systems (type, version, and service pack), logical drives (free space and
serial numbers), and names of logged users and domains

Detecting hardwar e ( prrequencyspbysicalsnemoyy gize, paranteters of
hard drives and graphic/sound/network adapters)

Displaying user forms for users to see and complete

[® AuditPro =]

Auditing folder: ﬂ
|I2:'~.f-‘-.uu:|itF'n:-'x

Mumber af files: Druration; 00:00: 01

o4 AuditPro Esi

1.6. INDIVIDUAL ROLES

When AuditPro is auditing, there are three process participants:
MANAGER - Represents th e company as the legal entity in the audit process. He/she is usually

the companyés statutory representative. Reports (stat
value for the manager.

AuditPro - System f or Active License Management
Admini stratorés Manual. Further information at www
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ADMINISTRATOR - Audits software; administers the product library, g roups of users and
computers; system settings; acquisition document records. Automation and maximum

simplification of work are the main benefits of AuditPro for administrators.

USER - AuditPro is structured so that the user is minimally burdened by running activities.
During the course of the audit he/she can be asked to fill in additional information in electronic
guestionnaires (missing and/or unused software, other requests, telephone number, office

number, etc.).

records

Acquisition

purchase N

installation acquisition

| uninstallation
Retirement

Operati¢n

inspection

1.7. TECHNOLOGY

Database engine Microsoft ~ SQL server 7.0/2000/2005 /2008 , MSDE 7.0/2000/2005 /2008 or
Oracle 8.1 and higher - data storage

DCOM! - an element of the three  -tier architecture

WMI? - access to remote computers and obtaining of data about the system and hardware

Active Directory - import ing information about computers and users

OleDB - a new interface for access to databases providing extended functionality

Standard User Interface (GUI %) - based on Windows Explorer, where basic elements
(computers, users and software) are displayed in tre e structures making them easily
accessible.

Integration with Microsoft Office applications - export reports to the standard formats of MS

Access (MDB) and MS Excel (XLS); generating documents with MS Word (RTF, DOC, and
HTM)

1.8. VERSION HISTORY AND COMPATIB ILI TY
Data structure

AuditPro from version 2.3 up is fully compatible with the new versions. When installing new
versions, smooth migration of the database to the newer version is possible.

Client

All data from the workstations (SCN files) are compatible from version 2.1 up, however it is
recommended always to use the latest version and build of AuditPro.

! DCOM - Distributed Component Object Model
2WMI - Windows Management Instrumentation
Gul- Graphic User Interface

AuditPro - System f or Active License Management
Admini stratords Manual . Further information at
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1.9. SYSTEM REQUIREMENTS

 Hardware ' Parameters

Computer IBM -PC type

Processor Pentium 200 MHz, Intel x86 compatible
Operation Memory 256 MB RAM

VGA

800 x 600 an d higher

Operating Systems

Hard Drive 200 MB of free hard disk space
Software Description

Microsoft Windows 98
Microsoft Windows NT 4.0 SP6a
Microsoft Windows 2000, XP, Server 2003 /2008 , Vista

Database Systems

Microsoft SQL Server 7.0/2000/2005 /2008
Microsoft SQL Server Desktop Engine 7.0/2000/2005
(MSDE)

Oracle 8.1 and higher, Oracle Express edition

Others Internet Explorer 5.0 and higher
WMI Support (for Windows versions below Windows 2000)
DCOM Support (for Windows 95 and 98)
Recommended Configurat ion of Servers Auditing More Than 100 PCs

Pentium 300 MHz; 128 MB RAM; 500 MB of free hard drive space
Microsoft Windows 2000 and higher

MSDE 2000 and higher

Recommended Configuration of Servers Auditing More Than 1000 PCs

Pentium 2 GHz; 2 GB RAM; 10 GB of free hard drive space
Microsoft Windows 2000 Server and higher
Microsoft SQL Server 2000 and higher

AuditPro - System f or Active License Management

Admini stratordéds Manual . Further information
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Insert the installation disk supplied into your CD -ROM drive and launch the installation file. The
file will automatically direct you through the required steps. If you have not installed the

database support (SQL server or Oracle) you will be asked to install MSDE. AuditPro will then be
installed. To view the context help during installation, press F1. The installation CD includes

both the Czech and English versions. Visit the home page at www.auditpro.biz ~ for more
information on new versions.

2.1. AUDITING LOCAL COMPU TER

Click on the fAComputerso button in the tool bar.
Find the icon representing your o wn computer (including its potential location in a domain;
to open the domain tree, click on the A+0 mark ne

Installing the Client

Click on the icon of your computer with the right n
Leave all default settings in the displayed dialog
Note: This is not a typical client installation; only the components of the scanning utility are
copied and registered on the remote computer. This procedure allows the administrat or to run
this wutility on the remote computer without necessar.i
computer.

Scanning Local Computer

Click on the icon of your computer with the right n

Theiconofyourcomp uter will turn into a AScanningod symbol
being collected from the computer selected.

As soon as the data is collected, the green arrow will turn into previous state.

Data recognition

Once scanning has finished the data files are au tomatically imported into a database and

subsequently recognised. The recognition process can be seen in the status bar or directly in
the AuditPro Server.

Results

After recognition the results can be displayedthby cl i
required results (Products, Suites, Computers, etc. ). Note: Data is recognised automatically

when more data has been scanned. Recognition can be repeated at any time (Main Menu:

ATool s/ Recogni se Scanned Dataod) .

HINT: Multiple operations can be perf ormed by selecting more items (computers,

domains, etc.) and performing operations (for example by clicking on them with the
right mouse button).

Note: If you want to import computer names that are not part of the MS Windows
net wor k, click insdhei mMmCowmpwi eh the right mo u s
AAddO. Then select the Al P Discoverodo tab and
computers found will be displayed automatically. You can add them to the
AComputersd window audited by clicking on fAOKO.

AuditPro - System f or Active License Management
Admini stratorés Manual. Further information at www
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2.2.  AUDITING REMOTE COMPUT ERS
Press the | NSERT

button in the AComputersodo window.

I f you are in a network of Microsoft Wi ndows comput
tab; otherwise go to the Al P Discovero tab. Press
Choose the remote compu  ter (or the group of computers) you want to audit and select
Al nstall Scano with the right mouse button.

Leave all default settings in the

di splayed dialog
ATTENTION! To use this method to install the client on remote comp uters you need domain

administrator rights. If this cannot be guaranteed, it will be necessary to use a different method
to install the client (for example, from the computer logon script).

HINT: To check the audit process in

ysoou rw i nnedt owno rvkh, e ro
results of all the AuditPro operations are displayed.

AuditPro - System f or Active License Management
Admini stratords Manual . Further

information at wwuv
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Due to the performance scalability and higher security, individual AuditPro modules can be
allocated to additional computers.

Comput er A AuditPro -Console (Administrative Console) GUI Layer

Computer B Database Engine (MSDE/SQL) Data Layer

Computer C AuditPro -Server Application Layer

AuditPro - Server and Data Structure

Begin with Computer C and launch the basic installation of AuditPro . If users never log on to
this computer (Computer C), install AuditPro -Server as the NT service (see the Installer). Note:
As soon as itis installed as an NT service, the server can be operated only as an NT service. To
return to normal operation, you mu st unregister it and register again (AUDITSRV.EXE

/Unregserver, AUDITSRV.EXE /Regserver).

When launching AuditPro for the first time after installation input the name of Computer B in

the fiData Structure Locationo fi el d MhempredordigonsaMalkeul e Al
SQL/MSDE is present on the computer, and Computer B is visible on Computer C).

Administrative Console

I n Computer Bo6s settings of the SQL server, add use
structure (we recommend using integr ated logins).

Launch the basic installation of AuditPro on Computer A.

l nput the name of Computer B in the fAData Structur e

l nput the name of Computer C in the fAAuditPro Serve

The next window will warn you that the Audit Pro database already exists. Click NO.

It is necessary to configure access rights to:
The components (DCOM) of AuditPro -Server (the DCOMCNFG.EXE configuration); and

The database (on the SQL server, we recommend creating a user connected with the NT
login a nd using integrated logins).

Server Configuration

Create share \\PC_SERVER\AuditPro \SCN\ to the \Program Files \AuditPro \SCN\ folder on
Computer C and enter this path into Options/Modules/SCN Files Folder. Configure full
access.

If necessary configure DCOM for AuditPro Server components.

Running AuditServer as NT service

I f AuditServer is configured to run as NT Service, w
user (instead of default SYSTEM account).

AuditPro - System f or Active License Management
Admini stratorés Manual. Further information at www
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4. SCANNING COMPUTERS

Computers are scanned with a client u tility (SCAN.EXE). When this utility is launched the hard

drive, registry entries, hardware, and other system services will be scanned and information will

be recorded in a temporary file (in the TEMP folder). After that the file will be packed,

encrypted, and stored under the name of COMPUTER_NAME.SCN in the same folder where
SCAN.EXE is located. Scanning takes average 3 -15 minutes depending on the number of files
scanned and scanning priority. SCN file size is from 30 KB to 1 MB, average 100 KB (Windows

XP + Office). Processor utilization is approx. 40 % on Pentium 100 and 5% on Pentium 500
MHz. Scan.exe allocates approx. 5 MB of RAM memory.

After the data is added it is necessary to place the file in the Program Files \AuditPro \ SCN folder
(when data is col lected by DCOM, files are moved by the persistence mechanism; when data is
collected by logon script, it is necessary to share SCN folder with the other computers; when

data is collected from computers that are not connected to network, it is necessary to copy all
the SCN filestothe \SCN\ folder manually). All SCN files located in the folder are imported
automatically into the AuditPro database.

Before scanning is started we recommend changing the scanning settings according to current

needs (see Options/  Scanning and Definitions/User Forms).

4.1. SCANNING TYPES

Principle Installed Type of File Sending
locally communication E T files (SMTP,

Diskette Manual launch No - Diskette Possible
Logon - Launch through BAT Possible Client -> Server Shared folder Possible
script during user login
Registry Recorded in the Possible Client -> Server Shared folder Possible
(Run registry - Autorun
section)
DCOM Remote control, YES Server -> Client DCOM Possible

commands through protocol

DCOM
TCP/IP Remote contr ol, Possible Server -> Client TCP/IP port Possible

commands using

port

Advantages Disadvantages Online Offline NT

scheduler scheduler service

Diskette For offline computers Phys. presence NO Possible NO
Logon - Minimum amount of Domain NO Possible NO
script administration  required membership
Registry Minimum amount of Manual installation NO Possible NO
(Run administration required,
section) logon -script not

necessary
DCOM Remote launch, without Limited to NT+, Possible Possible Possible

resident client, DComcnfg,

Interactive/Launching, administrator auth.

Several (IPX.. ) protocols necessary,

Locally installed

AuditPro - System f or Active License Management
Admi ni strator6s Manual . Further information
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TCP/IP

Option of using 2 port
(for Firewalls)
Administrator rights not
necessary control).

Resident client

Possible

Possible Possible

AuditP ro offers several method of configuring client suitable for various platforms and networks.
Each method executes scanning differently and communicates with console/server using specific
technology. All methods can be combined across computer network (e. g.

Windows 9x TCP/IP remote control.

4.2. INSTALLING THE CLIEN T

we recommend for
Fro Windows NT and higher is suitable to use DCOM remote

In order to audit computers, it is necessary to load SCAN.EXE into memory and run scanning.

Local installation of the client

is not necessary because scan.exe can be launched by i.e. login

script from network folder. However, when using client remote control, local installation is

necessary.

For installation process we recommend to use AuditPro console:

-

Client control

Scan Installation l

v Interactive [on desktop)

Client installation

" TCRAR ™
" Logon Script |
" Dffline [~ DOS

f* PSEXEC [ Interactive [on desktop)
7 hafhdl |
" Scheduled Task ,7—
" Logan Seript |
| Resident
~ r Pazsword:
. |
[ Generate Unique |dentifier
[ Bestare Unique | dentifisr
Ok | Cancel Help

AuditPro - System f or Active License Management
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In principle, install  ation using the console is as follows:
For remote installation it is necessary to have access rights to the remote computer

(Domain Admin).

1. During installation, commands are executed using PSEXEC:
"C:\Program Files \AuditPro \FILES\PSEXEC.EXE" \\COMPUTERNAME -c -f "C: \ Program

Files\ AuditPro \SCN\SCAN.EXE" /R
This installation does not require direct access to the files of the remote computer
(\\COMPUTERNAME\C$)

2. Installation using WMl is as follows:
The SCAN.EXE and SCAN.INI files will be copied using pa th

\\COMPUTERNAME\ C$\AUDITPRO
Then, using WMI technology SCAN.EXE /R or SCAN.EXE /TCP:777 will be launched remotely
(according to the type of remote control selected)

3. Installation using Scheduled Tasks is as follows:
The SCAN.EXE and SCAN.INI files will be copied using path

\\COMPUTERNAME\ C$\AUDITPRO

Then, using fiScheduled Taskso service the |l aunch of
will be scheduled on the remote computer (according to the type of remote control
selected)

4. Installation using Logon sc ript occurs when user logs on to domain, see below.
Alternative client installation or scanning

Alternatively, manual installation or the entire process of data collection can be completed
using commands in example script file: Program Files \ AuditPro \SCN\Scan_ReadMe.txt

AuditPro - System f or Active License Management
Admini stratorés Manual. Further information at www
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CONFIGURING THE CLIE
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The scanning settings are read from the SCAN.INI file that is placed in the same folder as

SCAN.EXE. Its default values are:
This file is
during data collection using logon
files are
(i f it

does not

created

gener al

t

t hen

(equi val ent
-script. When using remote control, independent, local INI
(equival ent
time data collection is initiated the INI file from the AUDIT

exi s

t he

to

to
AComputer

gener al SCAN.

where it is saved to the local hard disk as SCAN.INI and will use this setting for data collection.

INI files on individ

AComputero wi

ual computers can also be updated on demand (in the context menu in the
ndow.

The SCAN.EXE application always loads the SCAN.INI file during launch and is located in the
same file (with the exception of launch using the /INI: parameter linking
AUDITPRO\INI with individual INI files labelled according to the names of the computers).

to the file path

Settings

General ] Files | lgnore | ASCMLScanini

Show

W Dislog v User Forms

Scan

W Hardware v wiMl Iv Begistry Entries

¥ Shartcuts Iv Wwindows Installer Entries

W Files On The Digks
I Lite
I CRC
™ &)l Filz Headers

[~ Archives [ZIF. RAR, CAR)

Include: [ Floppy Drives
[ CDROM Drives
™ Network Drives

General Scanmng] Computers] Scheduler] History] Deployment] Database] Access]

‘wWalt For Start |0 3 Pause...: 1a ms
Output Folder ¥ Compress | Logging
Secanning type: TCPAP part:
Default [ooom = r
QK Cancel | Help |

Settings

General  Scanining ] Computers

General  Files Ilgnnrel

] Scheduler] History] Deployment] Database] Access]
ASCNNS canini

v Data

™ EXE - Application

™ cOM - MS-D0S Application
,ﬂ DLL - Application Estension
,ﬂ OCx - Active Control

@] MP3 - MP3 Format Sounc &
&) MP2 - Mavie Clip

&) AV - Video Clip

&] MPG - Mavie Clip

& WA - Wwindows Media &
@& Wiy - windows Media &
& WY - Wave Sound

=) Mow - MOV File

%] JPG - JPEG Image

%] GIF - GIF Image ]
[*1 BMP - Bitman Image |

et | Delete |
nsert | Detete | W Sizsatleast(KBY |5
Scanning type TCRAR port:
Default [ocom = r
oK \ Canedl | Help

The list of Scan.exe command line parameters and the description of the scan.ini file is in the

appendices.
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4.4.  MANUAL SCANNING

Computers thata re not connected to a network can be audited by launching the scanning utility

from a diskette and pressing the fAStarto button.
(SCN) into the database (for example, from the AuditPro Server menu or simply by co pying the
file into the \SCN\ folder).

4.5. SCANNING WITH LOGON SCRIPT

A Logon scriptis a BATch  -file, which is stored (usually) on the domain server and which is
executed when user is logging on to the domain.
This method of scanning is suitable for the follo wing situations:

Data is collected on Windows 95/98 platforms where DCOM is not recommended.

It is not certain whether computers are turned on at a specific time, (logon script is the
most convenient method when waiting for computers to be switched on).

Procedure:
Create file named NETLOGON.BAT e.qg. client installation or scanning (see. examples below)

and copy itintothe  \\server \netlogon folder.
Logon script example for scanning:

\'\ server \scn\ scan.exe /V /S /DO /B

Logon script example for installing resident client (suitable for Windows 9x with
TCP/IP remote control):

if exist C: \ AuditPro \ Scan.exe goto EXIT

MD C:\ AuditPro

COPY\\ SERVERNAMESCN Scan.exe C: \ AuditPro

COPY\\ SERVERNAMESCN Scan.ini C: \ AuditPro

C:\ AuditPr o\ SCAN.EXE /TCP:777 IH /A

EXIT

Ensure that all users have read access to this file
Create share to Program Files  \AuditPro \SCN\ folder (containing AuditPro Client (SCAN.EXE)

and the SCAN.INI file additional settings) to be shared with all the computers fr om which
you want to collect data. Set permissions to READ and WRITE.
Now, when the user first logs into the network (only the first login - see the /DO

parameter), data will be collected from his/her computer, and the final file, named
computer_name.scn,  will be savedinthe  \SCN\ folder. The file will subsequently be
added to a database and recognised depending on the scheduler settings.

For Windows 9x we recommend change scanning setti

file item WaitForStart=120)
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4.6. CLI ENT REMOTE CONTROLU SING DCOM

This is probably the most efficient method to collect data because no resident client is
necessary and the communication provides DCOM protocol. This method works only on

Windows NT and higher and you need domain administrator rights or DCOM configured
additionally. It is also necessary to install the utdi
i nvolves copying the SCAN.EXE file onto the remote c
components (SCAN.EXE /R). The entire process is automatic (visiting remote computers

personally is not necessary) being controlled through the administrative console (the

AComputers/ Context Menu/lnstall Scand window).

Network Type and DCOM configuration

Domain based networks (This is the most freque nt case) enables domain administrators to use

DCOM without additional configuring (Except Windows XP SP2, see appendix).
Workgroup (peer to peer) networks also enable DCOM. It is necessary to share one local

administrator 6 s password across all computers.

4.7. CLIENT REMOTE CONTROL USING TCP/IP

When it is not possible to use DCOM for client control (i.e. Windows 9x or due to security
reasons), it is possible to use TCP/IP. Computers are accessed through IP address and specified

port.

How to install on Windows NT/ 2000/XP:

Select the computers, which will be controlled using TCP/IP.

Select Alnstall Scani and mark TCP/IP in the open wir

Press AOKA#

How to install on Windows 9x:

Copy SCAN.EXE to the hard disk of the computers, which will be controlled using TCP/IP a nd
launch SCAN.EXE /H /TCP:777 /A on each computer

Select these computers in the AuditPro program and in the context menu change:
AProperties. ../ Scanning Typel/ TCP/ 1| PO

Note.: older Windows 95 require the installation of support for Winsock 2. See:
http://www.microsoft.com/windows95/downloads/contents/wuadmintools/s_wunetworkingtools
/w95sockets2/default.asp

1-port TCP/IP communicati on

Default TCP/IP communication is implemented to send messages to client on the 777 (default)
port. The replies come back on random port (from 1000 -4000). For more information see
Windows TCP/IP implementation guide.

2 -port TCP/IP communication

On network s protected by firewalls, AuditPro allows for TCP/IP communication using 2 dedicated
ports (Options/Scanning/Port 2). By selecting this option communication to the client uses port
777 (default) and communication from the client uses port 778 (default 777 +1).

AuditPro - System f or Active License Management
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4.8. SCANNING ON DOS/WIND OWS 3.X AND UNIX/LIN UX PLATFORMS

DOS/Windows 3.x - launch AuditPro \SCN\SCAN16.EXE.
UNIX/LINUX - launch SCAN (with the parameter of the audited folder; default root) located
in the AuditPro \FILES\Scan.gz archive.

Note: In both ca ses, information from file headers is missing. Decisive files can be
created accordingto  names, sizes, and paths to files.

4.9. SCHEDULER FOR SCANNI NG

AuditPro implements 3 types of schedulers facilitate and automate the process of scanning.
Online scheduler

It is possible to schedule sequence of actions (Wake -On-LAN, Install, Scanning, Import,

Uninstall, Shutdown) which will be performed at specified date or time or periodically. The

direction of communication is AuditServer -> Client and the type of scanning can be combined
(DCOM or TCP/IP).

Settings

General] Scanning] Computers l Histor_l,.l] Deplo_l,lment] Database] Accessl

Online scheduler ] Offline scheduler ] Logom-script scheduler ]

Interval: | Daily =] [ wiakeOnlan
_ - Irstall
Time: |I* 0500 = Scanning

Irmpart

Day: :‘ U ninstal
Shutdown
Date:

[v Send data by email SMTF Settings

=

v POP3 download and impart data POP3 Settings

oK | Cancel Help
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Offline scheduler

It is possible to configure stand alone client which performs scanning on offline computers
depending on settings (suitable for notebooks or for firewall protected computers). The direction

of communic ation is Client -> AuditServer . The configuration of the offline scheduler is stored
into SCAN.INI file, section [Scheduler]. After scanning the SCN file is stored into shared folder
(client waits for online status) or sending email message using SMTP prot ocol. For offline
scheduler resident client is necessary.

Install procedure:

Set interval and other parameters -AOptions/ Schedul er/ Of fline sched:!

[Scheduler]
Install resident client on remote computers
0 Resident Run (Registry) : SCAN.EXE / A or from AuditPro Consol

e

o as NT service: SCAN. EXE / SERVI CE or from Audi

Choose the type of communication
0 Shared folder - SCN and MON files will be stored into output folder
AOptions/ Scanning/ Out puwputd8 or SCAN. I NI : O
o Email - SCN and MON files will be sent by email using SMTP protocol -
AOptions/ Schedul er/ SMTPO0 or SCAN.INI: [SMTP]

Logon Script Scheduler

It is possible to define in advance when scanned data (.SCN files in the AuditPro \SCN\ folder)
will be saved to  the database and recognized. Setting such a schedule is useful for data scans

by Logon script, when the amount of data grows in the AuditPro \SCN\ folder.

When the user logs in to the network, the scan utility (SCAN.EXE /B /DO /V) is started by the

logon script. If a data scan was performed at the last login, there are already data in the

AuditPro \SCN\ folder (hame_computer.SCN) and a new data scan will not be performed until

the file is saved to the database (=scanned data import).

4.10. DATA COLLECTIONON P  OCKET PC PLATFORMS

The Program Files \AuditPro \FILES\ folder contains an application for scanning of Pocket PC
(PDA) platforms for Windows CE, Windows Mobile (the PScan_ARM.exe and PScan_x86.exe
files). The applications can be used in a manner similar to Win dows. The data scanned contains,

among other things, file headers.
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4.11. IDENTIFYING COMPUTER S

Every computer network represents a dynamic system. Since computer names are constantly
modified, hardware components changed, and operating systems reinstalled, it i s difficult to
identify each computer reliably and uniformly. In AuditPro computers (like all other entities) are

added to the TComputer table with the primary key COMPUTER _ID that is referred to when

operations are performed in AuditPro ( i.e. whenusers a nd/or licenses are assigned to
computers). It is absolutely necessary to keep links between COMPUTER_ID (thus, between all

related data) and the particular computer when the computer name has been modified,

hardware changed, the system reinstalled, etc.
Au ditPro provides four options for identifying computers:
1. Computer Name - the computer name is an identical (and invariable) value
2. Unique Number - at the time of installation, a uniqgue number will be generated and
added to the registry. Whenever data is coll ected, this number will serve as an
unambiguous identification of the specific computer (see the parameter /| of SCAN.EXE)
3. MAC address - the number of the network adapter; and
4. | DE hard driveds s-drhiealhamrumideri veds number i s an

invariable) value.
If an identifier different from the computer name (Identifiers 2, 3, or 4) has been set and has

not been detected when the data was collected ( ie.the MAC address or | DE har
number has not been detected, or the unique iden tifier has not been generated in the course of

installation), the computer name will be used as the identifier value until the identifier is

detected.

Procedure for Changing the Identifier Type

Options/Computers/Change Type - you will be asked whether the new setting should be used

on all computers. If so, appropriate values will be searched in collected data and will be
recorded in place of the former data.
Procedure for Changing the Identifier Value (i.e. changing network adapters/hard

drives)
Example: S ubstitution of a network adapter (with a new one or switching adapters between two
computers).
If the network adapters of two computers have been switched, it is necessary to change
both identifier values (in the Computer Properties window).
Ifthenetwor k adapter has been replaced with a new one i
address in the AComputer/l dentifier/Valueo field.
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4.12. ADDING USERS

Click on the fAUserso button on the tool bar.

Press the I NSERT key or the menu fAlnsert obssavmmand. Tl
add individual entries manually; however, we recommend using the automatic search for users

clicking on the following tabs:

Import from NT Accounts. This applies to a network with a Windows NT 4.0 server. Enter
the name of the NT server where u ser accounts are | ocated in the
t he Al mport o button i s pressed, t he names wi ||
subsequently to groups.

Import from Active Directory. This applies to a network with a Windows 2000 server.

Enter the path t o the Active Directory container that contains the user objects (for

exampl e, LDAP: / /] CN=Users, DC=TXN) Domaithe fiiAeltdyveor
using fi é 0 .

After pressing the Al mporto button, i nformati on
If the u ser entries (first name, surname, and email) are not imported correctly, it will be

necessary to change the definitions according to current Active Directory Schema (the

AiDef i niti on-sAD UserDefthiaow).

4.13. USER FORMS

Forms can be used to ask users for additional information concerning computer audits when
data is being collected. Forms and their entries can be defined in the Definitions/User Forms
window. These definitions are stored in the configuration file SCAN.INI. Data collected from user
forms can be edited and/or deleted in the Results/User Forms window.

If user data is distinguished by a mutual relation, ( i.e. a computer has been assigned to a user
or a hardware component is a part of a specific computer) you can record such relations in
Audit Pr o. I n AMenu/ Tool s/ Process Form Datao, AuditPro

Assign computers to users (if the content of one entry is stored in the TComputer table and
the content of another entry is stored in the TUser table); and

Assign hardware com  ponents to computers (if the content of one entry is stored in the
TComputer table and the content of another entry is stored in the TDevice table).

Fo

Auditing folder: ﬂ
Detecting hardware. .. - ..
Hardware
Murnber of files:
Model: |
Jﬁﬁ“ditprﬂ- Parameters: |
Sefial Mumber: |
Type: | j
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5.1. TYPES OF RESULTS

Results can be classified using following criteria:
By collected data type (fil  es, registry entries, Windows Installer entries, detected hardware,

OS information, recognised software, user forms data etc.)
By audit date (history)
By subject (Summary/individual)

5.2. TYPES OF VIEWS

AuditPro Console contains over 50 predefined result sets. It provides comfortable views with
subsequent user interface (detail views, drag & drop, saving, printing, find support ). )
5 Summary of Products (194) E]@
History: |<Cunent> j Dromair; |<.~’-‘-.II> j
Product | Publisher | Found | Licensed | Required | Licensing | | Computer Domain | Lici #
& Morton Uiities Symante... 1 0 1 Software MYDOMATN
& Morton Utiities for Wind...  Symante... 1 0 1 Software MYDOMAIN
&) Mokes Laotus De... 16 o 16 Software 5200036730009 MYDOMAIN e
Office 2000 Professional  Microsof .., 2 : Sofbware 9200037020006 MYDOMAIN e
% Office 2000 Standard Microsof,., 22 40 -18 Sofbware 3200037030000 MYDOMAIN e
% Office ¥P Standard Microsof... 4 a 4 Software 5200525280004 MY DOMATN e
&) Opera 7.x Operas.,.. 4 o 4 Sofbware 2201039460005 MYDOMAIN e
&) Oracle §.1x Oracle z a z Software 5201039570001 MY DOMATN e ae
8 Oracle 9.2x Oracle 4 1] 4 Software ?| | Y
&) Oracle Home Selectar 3.x Oracle 4 a 4 Software
B outlook 2000 Microscf... 22 0 22 Software Ui | Group |
&5 Outlook 2002 Microsof... 4 ] 4 Software & administrato...  MYGROUP
& Outlook Express 5 Microsof,.. 10 - - Freeware & cech[] MYEROUR
&) Cutlook Express & Microsof,., 42 - - Freeware & dusek[] MYEROUP
B PAcT 1.x Criterion... 2 0 3 Software & jhruskal ] MYGROUR
&ip Palm Desktop 3.x Palm, Inc. 1 i} 1 Sofbware & novak[] MYEROUR
& Palm Desktop 4.x Palm, Inc. 1 ] 1 Software & novatny [ ] MYGROUP
& PC Translatar Lang3oft,., 3 i} 3 Sofbware & polak[] MYEROUR
& PC (etnictv JASU MOZOPr... 1 0 1 Software AE 2 MY GEROUP
&ip Pegasus Mail DavidHa,.. 1 - - Freeware
&) Phota-Paint 3 Carel Ca... 1 a 1 Software -
Y(\ . . P - }
5 Data E]@
Higtory: |<Eurrent> j Dramain; |<.-’-‘~II>
Type/Computer Murnber of files Size [ME]
+ *‘: AT 21 a3,4
24 BMP 721 25,2
+ .ﬂ GIF 7106 15,3
+ SJF‘G 1572 27,0
o MP3 1959 a06z,0
= @ﬂMPG 3 231
5201039460005 1 2,1
S927FF087093 2 20,9
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The Query wizard enables advanced queries, the Filter enables better orientation.

Query
Hardware | oftware | File-Definition |

Focessorl [ =] [E00 < M

WV Memony: [« ~|[122

=1 WE
¥ Disk (capacity: |¢ = (10000 = MB

I~ Disk [free) L

I Platform:
[T
Hd&
&
&
&
&
Ed&

Ok, | Cancel | Help |
Direct SQL queries can be executed from Query Window:

& Query (F5...Execute) g@

SELECT # FROM TComputer WHERE COMPUTER DOMATIN ID = =2

COMPUTER_ID COMPUTER _MAME COMPUTER_DOMAIN_ID | COMPUTER_NU... ||
5200036510003
5200036530001
5200036730009
5200037020006
200037080000
200525280004
5201039460005
5201039570001
5201039530000
3201039730003

ra

(A = = 0 ot e
=
RS REN RE ATV RN IR VR R SRR
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AuditPro automates Microsoft Word for generating document and Microsoft Excel (2000 or
higher) for generating charts.

' Microsoft Excel - Book1
‘B File  Edit

- 10| x|
Wi Insert  Format  Tools  Chart  Window  Help -8 X
E-qvainrial . B I U|=S==F|5-5-A- B
o o I R & Hy [Elﬂ ¥4¢ Reply with Changes... End Review... l
Chart Area = fr
[ | [ | [ |
Operating systems (4)
Windowrs XP Windowes 2000
Professional .
20% Professional
34%
[ | [ |
Winclowes NT Windows 98 Second
Wiorkstation Editian
19% 17
| | | | | |
M 4 » M[\Chartl / sheetl f shestz £ Sheets /
Ready MM S
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53. WEB USER INTERFACE

Web reports are an additional part of AuditPro:

4} AuditPro - Microsoft Internet Explorer oy ] 4
File Edit Wiew Faworites Tools  Help | 11'
O Back - \_) - \ﬂ \ELI 1 :‘J /'_-\l Search u:;\;» Favatites w Media @‘{ ‘ . =] >
Address I http: fflocalhostfauditpro j Go

Results
User
Assets
Surnmary of assets =5
|
|:§'| l_l_l_l J Iy Computer =
With the web interface, you can enable all Intranet us ers to:

View passports. Every user browsing  http://iisserver/passport.asp will get the list of
his/her passports. He/she can also view their details and sign them.

Provide user requests (needs for software, hard  ware, etc.). Every user browsing
http://iisserver/request.asp will get the list of his/her requests and their current status.
He/she can also input new requests.

View reports (Summaries of products, hardware, a nd computers).

Note: User authentication is based on how they log into the domain.
Configuring web interface

On Computer C , copy all *.ASP files and the AUDITPRO.CSS file into the IIS folder

(Inetpub \wwwroot \) . I n the properti es o fScriptlsdurcefa&ess f id e(si,n etnte
AProperties/ Fileod wi n d oArmgnymowsn dccessddi ®abl(eé hefi APropert
Security/ Anonymous access and aut henticati on contr
settings unc hamegratdd Windows authefitication 0i's tickeadwinddws , or
NT challenge/response 0 is ticked off in I1'S 4.0).

Also, in the ASP files, adjust the following Iline according to real values:
connection.open=0Provider=sqloledb; server=PCl; uid=sa
Note: On the SQL server it is necessary to enable Security/Authentication: SQL Server and

Windows.
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5.4. TRACKING HISTORY

AuditPro automatically traces history of each computer within individual audits. History
information contains files on the harddisk, detected hardware and addition al information
(Registry, Windows Installer, Shortcuts). At the first audit the whole data is stored into
database. Every next audit AuditPro traces only differences. Additions are inserted into
database, decreases are marked as not present.
Historyinfor mati on can be reported from fiResults/ Historyo
reports.
You can trace the history on the following three levels:
Hi story of summary Resul t sThéhstonyd displayedbeindividuals / é )

audits.

History of individu  al Results (window: Results/Computer) - The history is displayed by
individual scanned data.

History of locations (window: Locations) -The history is displayed by i
imports.
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When data from individual computers is being recognised, data about program files found will

be added to the |list of standard software included
real core of AuditPro. It contains data about publishers of software and their products (all

available versions  and their languages).  The process of recognising is to compare

collected file information with the product library definitions.

Each library entry for a product represents several basic files necessary for the use of the

software. Every new product versio n is recorded individually (this applies only to issued

versions, not to individual built -in programs).

6.1. LIBRARY CONTENTS

The supplied (original) product library contains several thousand standard records of software
producers, individual software products including versions, the type of licensing (commercial
software, freeware, shareware, etc.). Additionally, the know -how by which the software is
detected is attached to each product record. These are definition files (red), by which installed
software is d etected and recognised files (green), which are secondary EXE files and DLL
libraries that are components of the software and are used for filtering and optimisation in the
AuditrPro program.

]

§ Products library (21. 2. 2005) [ [ 3|
+-[lyg Adaptec | | Publisher | Product | Yersian Filenarne | Filesize
+ [l Adasoft - Adobe*  *Acrobat*  5.¥ AcroRdaz. EXE
+- [l Adicarn
—I-{lyy Adohe Systems, Inc
&% Acrobat 1.x
&% Acrobat 2% < 3|
&% Acrobat 3.x — —
B, Acrobat 4.x Publisher Product Yersion Filename F
By Acrobat 5.x ACROF32 ACROFY., &
&) Acrobat 6.5 AcrolEHelper M... 1, 0,0,1  AcrolEH... 3
&) Acrobat Distiller 5.0x Adobe Systems Inc, Adobe Acrobat 5.0.0.0 nppdf3z... 1
' Adobe Systems Inc.., WwHA Lib,,, 1
8 Acrobat Reader 2.5 Adobe Systems Inc,..  Adobe Acrobat ... 5.0.0.0 pf T 3
&b Acrobat Readsr 3.x Adobe Systems, Inc.  Adobe Acrobat ... 5.0.0.0  QTZDLL 2
&% Acrobat Reader 4. Adobe Systems, Inc. Adobe Acrobat ... 5.0.0.0 QT3.0LL 3
&) acrobak Reader 5.x Adobe Systems, Inc. Adobe Acrobat .., 5.0.0.0 QT4,0LL 3
& Acrobat Reader 6, | Adobe Systems, Inc...  ACE 1.02 Acelite,.., 3
8, Acrobat Reader 7. iy . _
Publishers (137600, Producks (3073100, Suites (33/0), Files (32270}, Known Files (15470/0)

Left sub -window - tree structure of producers, products
Right u pper sub -window - list of definition files
Right lower sub -window - list of known files

6.2. SOFTWARE DETECTION

AuditPro primarily detects software by identifying the presence of defining
(definition) files on the hard disk. Information on the defining files ca n be of two types.
According to the file version information included by the producer in most EXE files.

Accordingto CRC as a mathematically calculated identifier ascertaining the contents of a
file.

When necessatry, it is possible to add additional defin ing files and combine them with the
specifications:
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Logical OR - software is detected when any of the files in the library are present on the hard
disk

Logical AND - software is detected when all the files (within a group) are present on the
hard disk. It  is possible to create additional groups of files specifying AND.

Definition file identification according to Definition file identification according to
version information: CRC:
Properties
{ Pl Definion | Test Fi-defintion |
Fill Dut File Header Defiritons Bmoss L
Type: % 32bit Windows O DOS windows 3.x Most Ugad
Publizher: |Adobe Supstems” I lgnore
Mame: |AdobeAcmbal" [~ Ignore
Wersion: |5" [~ Ignore
Language: | J v Ignore:
Filename: |AcloF|d32.E><E [~ Ignore
Filesize: | v Ignore:
Filepath: | v Ignore:
Description: | v Ignore
CRC: | v Ignore
Group: -
QK | Cancel Help |
Advantages:
9 Advantages:
Includes all builds (4.0 and higher) Precise identification of individual files

usingfA*A asteri sk
Simple administration
Fewer number of entries in the data base

When viewing the address structure of evaluated computers, two types of files are defined:
Definition (red) - identification of an installed pr oduct is based on this file (evaluation

process)

Known (green) - this type of file is found in the list of known files

Unknown (black) - this type of file was not found in the product library during the evaluation
and may contain unrecognised installations

6.3. SOFTWARE SUITES DETE  CTION

Software suite is specific because they are composed of several individual products
(components). The licence for the suite applies to any of the individual components installed.
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